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Abstract. The rapid evolution of the Internet of Things (IoT) has significantly impacted
the development of smart home technologies, offering a seamless integration of various
devices and systems to create intelligent living environments. This article explores the
role of IoT in enhancing smart home solutions, discussing its key components, benefits,
challenges, and future trends. The integration of loT into smart homes enables improved
energy efficiency, security, automation, and user experience. This paper also highlights
the key technologies driving loT in smart homes, such as wireless communication
protocols, data analytics, and cloud computing. Furthermore, it addresses the challenges
in loT adoption, including security concerns, interoperability issues, and privacy risks.
The article concludes by examining the future potential of loT in transforming residential
environments.
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INTRODUCTION

The Internet of Things (IoT) has emerged as a transformative force in various industries, and
its impact on smart home technologies is particularly noteworthy. Smart homes, which utilize
interconnected devices and systems, enable homeowners to control and monitor various
aspects of their homes, such as lighting, temperature, security, and appliances, through IoT-
based solutions. The integration of IoT into smart homes not only enhances convenience and
comfort but also contributes to greater energy efficiency, security, and overall quality of life.

IoT enables devices to communicate and share data, often in real-time, creating a highly
responsive and adaptive environment. However, the successful integration of IoT into smart
homes comes with its own set of challenges, including security vulnerabilities, device
compatibility, and data privacy concerns. This article delves into the various aspects of IoT
integration into smart homes, providing an overview of the technologies involved, the
benefits, and the obstacles to overcome.

Key Components of IoT in Smart Homes

The integration of the Internet of Things (IoT) into smart homes relies on several key
components that work together to create an interconnected environment. These components
allow devices to communicate with each other, gather data, and perform automated tasks,

97


https://ijictt.ictt.info/

contributing to the efficiency, security, and convenience of the home. Below are the primary
components that define IoT in smart homes:

1. Sensors and Actuators:

o

Sensors: These are devices that collect real-time data from the environment.
In a smart home, sensors can monitor a wide variety of parameters, such as
temperature, humidity, motion, light levels, air quality, and even presence
(detecting if someone is in the room). For example, a motion sensor can detect
movement, while a temperature sensor can measure the ambient temperature
in the home.

Actuators: Actuators perform actions based on the data provided by sensors.
They control physical systems such as lights, locks, curtains, or HVAC
systems. For instance, when a motion sensor detects activity in a room, an
actuator can trigger the lights to turn on, or a smart thermostat can adjust the
temperature based on the data from a temperature sensor.

2. Connectivity:

o

o

Communication Protocols: The communication between various IoT devices
in a smart home requires reliable, efficient, and secure connectivity. The most
common wireless communication protocols include:
»  Wi-Fi: Popular for home networks, enabling IoT devices to connect to
the internet and communicate with smartphones or tablets.
= Zigbee: A low-power, short-range communication protocol often used
for home automation, ideal for devices that require long battery life,
like smart bulbs and sensors.
= Bluetooth: Primarily used for connecting devices that are close to each
other, such as smart locks and wearable devices.
= Z-Wave: Similar to Zigbee, this protocol is used for low-power
devices in home automation, particularly for lighting and security
systems.
= 5G: The emerging 5G technology promises faster and more reliable
internet connectivity, which will be crucial for the future of IoT
devices in smart homes.
Gateways/Hub: These are devices that manage communication between 1oT
devices and external networks, such as the internet or cloud. They act as
intermediaries, allowing devices that may use different communication
protocols to work together.

3. Cloud Computing and Data Storage:

@)

Cloud Platforms: IoT devices generate vast amounts of data that need to be
processed and stored. Cloud computing platforms such as Amazon Web
Services (AWS), Microsoft Azure, and Google Cloud allow for remote storage
and data processing. These platforms enable the IoT devices to be
continuously monitored, analyzed, and controlled, even when users are not at
home.

Data Analytics: Cloud platforms provide advanced data analytics that help
users gain insights from the data generated by [oT devices. For instance, smart
thermostats learn user preferences over time and adjust home temperature
accordingly, while security cameras use motion data to trigger alarms when
necessary.

4. User Interfaces:

o

Mobile Apps and Web Interfaces: These allow users to interact with and
control their IoT devices remotely. Mobile apps for smartphones or web
interfaces provide a centralized control system for managing home
automation, security, lighting, temperature, and more. These apps can also
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send alerts or notifications to users when certain events occur, such as a
security breach or a change in home conditions.

Voice Assistants: Smart speakers like Amazon Echo, Google Home, and
Apple HomePod provide voice-based interaction with IoT devices. Users can
control their devices hands-free using voice commands such as "turn off the
lights" or "set the thermostat to 22°C."

5. Security and Privacy Components:

o

Encryption and Authentication: The security of IoT devices in smart homes
is critical. Encryption methods ensure that data transmitted between devices is
secure, and authentication systems verify the identity of users and devices to
prevent unauthorized access.

Firewalls and Intrusion Detection: Smart homes often incorporate firewalls
and intrusion detection systems to protect against cyber-attacks, ensuring that
malicious actors cannot compromise the system.

Data Privacy: With IoT devices constantly collecting and transmitting
personal data, it's important to ensure that privacy concerns are addressed.
User consent, anonymization, and proper data governance are essential for
maintaining privacy.

The key components of [oT in smart homes — including sensors, actuators, connectivity,
cloud computing, and security measures — work together to create a seamless and automated
living environment. These components enable the integration of various devices and systems
that can enhance energy efficiency, security, and convenience while also presenting new
challenges in terms of security and interoperability.

Benefits of IoT Integration in Smart Homes

The integration of the Internet of Things (IoT) into smart homes offers numerous benefits that
enhance the quality of life for homeowners. By leveraging interconnected devices, smart
homes can provide greater convenience, efficiency, and security. Below are some of the key
benefits of 10T integration in smart homes:

1. Energy Efficiency:

o

Optimized Energy Consumption: IoT devices in smart homes can
significantly reduce energy consumption by automatically adjusting based on
real-time data. For example, smart thermostats like the Nest Learning
Thermostat learn users' behavior and preferences, adjusting the temperature
based on occupancy patterns to save energy.

Smart Lighting: IoT-powered lighting systems can turn off lights when
rooms are not in use or dim lights based on ambient light levels, reducing
energy waste. Additionally, motion sensors integrated into lighting systems
ensure that lights are only on when needed.

Energy Monitoring: IoT-enabled energy meters allow homeowners to
monitor and track their energy usage in real-time, helping them identify
energy inefficiencies and adjust their habits to further reduce consumption.

2. Enhanced Security:

o

o

Smart Security Systems: [oT-based security systems provide a higher level
of protection for homes. Smart cameras, doorbell cameras (e.g., Ring), motion
detectors, and window sensors can send real-time alerts to homeowners when
suspicious activity is detected.

Remote Monitoring: Homeowners can monitor their property remotely via
smartphones or tablets, checking security camera footage, controlling locks,
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and even interacting with delivery drivers at the door through two-way video
communication.

Smart Locks: IoT-powered locks allow homeowners to lock or unlock doors
remotely. Smart locks can also provide temporary access codes for guests or
service personnel and track who enters or exits the home, enhancing
convenience and security.

3. Convenience and Automation:

o

Automation of Daily Tasks: IoT devices in smart homes allow for the
automation of daily tasks, such as adjusting the thermostat, controlling
lighting, or even managing appliances like washing machines or refrigerators.
Homeowners can set schedules for various devices, creating a comfortable
environment without the need for manual intervention.

Voice Control: Integration with voice assistants such as Amazon Alexa,
Google Assistant, or Apple Siri allows users to control IoT devices with
simple voice commands. This hands-free control makes it easier to interact
with smart home systems while performing other tasks.

Personalization: IoT systems in smart homes can learn and adapt to the
preferences of the homeowners. For example, smart lights can adjust the
brightness and color based on the time of day or the activity being performed,
such as reading, watching TV, or hosting a party.

4. Improved Comfort:

@)

Climate Control: Smart thermostats and HVAC systems can learn from user
behavior to adjust the home’s temperature to a comfortable level
automatically. For instance, the system can lower the temperature when the
house is unoccupied or adjust based on the homeowner's usual schedule,
ensuring a comfortable living environment at all times.

Smart Appliances: [oT enables appliances to function more efficiently and
intuitively. Smart refrigerators can monitor inventory and alert homeowners
when food 1s running low or close to expiration. Smart washing machines can
suggest the best washing cycle based on the load and type of clothes.

Lighting Control: IoT-enabled smart lighting can provide optimal
illumination based on the time of day or individual preference. Dimmable
lights, color-changing LEDs, and motion sensors create a personalized
ambiance that enhances comfort and usability.

5. Health and Wellbeing:

@)

Air Quality Monitoring: IoT-enabled air quality monitors can detect
pollutants, allergens, and temperature fluctuations, alerting homeowners to
changes in the air quality. This is particularly beneficial for individuals with
respiratory issues or allergies.

Smart Health Devices: IoT devices like smart thermometers, fitness trackers,
and sleep monitors help homeowners monitor their health. These devices
provide real-time data and insights, enabling individuals to take proactive
steps toward improving their wellbeing.

Fall Detection: In homes with elderly residents, IoT-powered sensors can
detect falls and send alerts to caregivers or family members. This ensures that
help is quickly available if an accident occurs.

6. Cost Savings:

o

Reduced Ultility Bills: Through enhanced energy efficiency, IoT integration
can lead to significant savings on utility bills. By optimizing energy
consumption, automating appliances, and improving security, homeowners
can reduce their overall costs in the long term.

Predictive Maintenance: IoT devices can predict when maintenance is
needed for household appliances or systems (e.g., HVAC units or water
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heaters), preventing costly repairs by addressing issues before they become
major problems.

o Better Resource Management: With real-time data and automation, smart
homes allow for better management of resources such as water and electricity,
minimizing waste and ensuring that homeowners are only using what they
need.

7. Increased Property Value:

o Smart Home Appeal: Homes with IoT integration are more attractive to
buyers due to the convenience, security, and efficiency they offer. As smart
home technologies become more mainstream, homes equipped with advanced
IoT devices can increase in value and provide a higher return on investment.

o Future-Proofing: Installing IoT devices today can future-proof homes for
emerging technologies. As more devices become interconnected and new
advancements in smart home systems are developed, homes that already
feature 10T integration will be better equipped to handle these innovations.

The integration of IoT into smart homes offers a wide array of benefits that enhance the
homeowner's experience, from energy efficiency and improved security to greater
convenience and comfort. As IoT technology continues to advance, the potential for smart
homes to further revolutionize how we live and interact with our environments will only
grow. However, it is essential to address challenges such as security, privacy, and
interoperability to fully realize the benefits of IoT in smart homes. The future of smart homes
lies in their ability to provide users with a seamless, connected experience that enhances daily
living while ensuring energy savings and security.

Challenges in IoT Adoption for Smart Homes

While the Internet of Things (IoT) offers significant advantages for smart homes, the
widespread adoption of IoT technologies comes with a number of challenges. These
challenges need to be addressed to ensure the successful and secure integration of IoT into
smart homes. Below are the key challenges in IoT adoption for smart homes:

1. Security and Privacy Risks

o Data Security: The interconnected nature of IoT devices in smart homes increases the
risk of cyber-attacks and data breaches. Each device that is connected to the internet
can be a potential entry point for hackers, making it essential to implement robust
security measures. Weaknesses in IoT security protocols, inadequate encryption, and
the lack of regular software updates can expose sensitive personal data, such as video
footage, health information, and user behavior patterns, to malicious actors.

e Privacy Concerns: IoT devices collect and store vast amounts of personal data,
including user habits, location, and interactions with devices. This raises significant
privacy concerns, especially when data is shared with third parties or cloud platforms.
Ensuring that [oT devices comply with privacy regulations and that users have control
over how their data is collected and used is essential for maintaining trust and security
in smart homes.

e Vulnerability to Hacking: IoT devices, such as smart locks, cameras, and home
security systems, can become targets for hackers. If compromised, attackers could
gain control over these devices, potentially leading to privacy violations or property
damage. The lack of strong authentication mechanisms or outdated firmware can
make these devices more susceptible to attacks.
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2. Interoperability Issues

e Lack of Standardization: One of the biggest challenges in the IoT ecosystem is the
absence of universally accepted standards for communication between devices.
Different IoT devices often use different communication protocols (e.g., Zigbee, Z-
Wave, Wi-Fi, Bluetooth), which can lead to compatibility issues. As a result, smart
home devices from different manufacturers may not work seamlessly together,
hindering their integration into a unified system.

e Vendor Lock-in: Many IoT devices are proprietary, meaning that they work best
with other devices from the same manufacturer. This lack of interoperability can limit
the user’s ability to mix and match products from different vendors, reducing
flexibility and increasing costs. For example, a smart thermostat from one company
may not easily integrate with a smart lighting system from another.

o Evolving Technology: As IoT technology evolves rapidly, older devices may not be
compatible with newer standards, making it difficult to future-proof a smart home
system. This constant advancement can cause issues with device longevity and
updates.

3. Cost and Accessibility

o High Initial Costs: The upfront cost of purchasing IoT-enabled devices, such as
smart thermostats, security cameras, or lighting systems, can be expensive. While
these devices offer long-term savings through energy efficiency, the initial investment
may be a barrier for many homeowners, particularly in lower-income or rural areas.

o Installation and Setup: Setting up a smart home system can be complex and may
require professional installation, especially if multiple devices need to be integrated.
This adds additional costs for users and may deter some from adopting IloT
technologies. Even for DIY setups, configuring and connecting devices can be time-
consuming and technically challenging for individuals who lack expertise.

e Ongoing Maintenance: IoT devices often require regular maintenance, software
updates, and security patches to function correctly and securely. For non-tech-savvy
users, keeping track of these updates and ensuring devices remain secure and
functional can be cumbersome.

4. Power Consumption and Reliability

e Device Reliability: Many IoT devices in smart homes rely on wireless
communication, which can be prone to disruptions due to network congestion,
interference, or range limitations. Reliability is especially critical for devices such as
smart locks, security cameras, and smoke detectors, where failures can lead to
security breaches or safety hazards.

o Battery Life: Many IoT devices are battery-powered, which means that their battery
life can become a concern, particularly for sensors and other small devices. Frequent
battery replacements can be inconvenient and may contribute to the overall
maintenance cost of a smart home.

e Power Consumption: While IoT devices can enhance energy efficiency, they also
consume power themselves. If a large number of devices are connected and actively
transmitting data, the cumulative power consumption could be significant. Smart
home systems need to be carefully managed to ensure that the power consumption of
the IoT devices does not negate the benefits of energy savings.
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5. Complexity of Integration

o Integration with Legacy Systems: Many homes still rely on traditional systems that
are not designed to work with IoT devices. Integrating IoT devices into existing
infrastructure, such as older heating and cooling systems, traditional lighting systems,
or non-digital appliances, can be complicated and costly. Retrofitting old systems
with IoT-compatible devices or gateways may be required, adding to the cost and
complexity.

e User Experience and Interface: As more [oT devices are introduced into a smart
home, managing them can become overwhelming for homeowners. Without a unified
and intuitive interface, users may find it difficult to control, monitor, and optimize
their devices. Multi-device management can become cumbersome, especially if
devices from different manufacturers use different apps or control systems.

e Learning Curve: New users may find the wide variety of settings, configurations,
and functionalities in IoT devices confusing. The integration process might require
time and expertise to fully understand and use the system effectively. Additionally,
device compatibility and troubleshooting could add to user frustration.

6. Regulatory and Legal Challenges

e Regulatory Compliance: As IoT devices collect and share data, they must comply
with various regulations, such as data protection laws (e.g., GDPR). Ensuring that [oT
devices meet these standards can be challenging for manufacturers, and the lack of
clear global regulations can create confusion about the legal requirements for device
usage and data storage.

o Liability and Accountability: In the event of a failure or malfunction, determining
liability can be difficult. For example, if a smart lock is hacked, or a smart security
system fails to detect a break-in, determining who is responsible—whether it’s the
device manufacturer, the software provider, or the homeowner—can become a legal
grey area.

7. Ethical Issues

o Data Ownership: The data generated by IoT devices in smart homes often belongs to
the manufacturers or third-party providers, raising ethical concerns regarding data
ownership. Homeowners may not have full control over their data, and it may be
shared or sold without their explicit consent.

e Surveillance and Tracking: Some [oT devices, particularly those with cameras or
microphones (e.g., smart cameras, voice assistants), raise concerns about surveillance
and the potential for continuous monitoring of users’ private lives. This could lead to
ethical concerns about the erosion of privacy and autonomy in smart homes.

While IoT integration offers numerous benefits for smart homes, significant challenges
remain in its widespread adoption. These include security and privacy risks, interoperability
issues, high costs, integration complexities, and legal concerns. Addressing these challenges
requires ongoing advancements in technology, the development of common standards, and
the creation of comprehensive security protocols. As IoT evolves and more devices become
interconnected, the resolution of these challenges will be essential for ensuring the seamless
and safe adoption of IoT in smart homes.
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Future Trends in IoT and Smart Home Technologies

The future of IoT and smart home technologies is filled with exciting possibilities as
advancements in connectivity, data processing, and artificial intelligence (AI) continue to
evolve. These innovations will enhance the capabilities of smart homes, making them more
autonomous, intelligent, and integrated with other emerging technologies. Below are some
key future trends in IoT and smart home technologies:

1. Artificial Intelligence and Machine Learning Integration

e Personalized Automation: As Al and machine learning become more sophisticated,
smart homes will become more adaptive to users’ behaviors and preferences. Al will
analyze data collected by IoT devices to learn and predict the needs of the inhabitants.
For example, Al-powered systems can optimize heating and cooling patterns, adjust
lighting based on the time of day or activities, and even recommend daily routines for
household tasks.

e Predictive Maintenance: Al and machine learning algorithms can analyze the
performance data of appliances and home systems, predicting potential failures before
they occur. By identifying patterns in device usage and performance, smart homes can
alert homeowners to maintenance needs, reducing repair costs and downtime.

e Smart Assistants with Deep Learning: Future smart assistants will become more
intuitive, with deep learning capabilities that enable them to understand complex
commands, engage in natural conversations, and anticipate user needs in real-time.
This will lead to more seamless interactions with IoT devices, enhancing user
convenience.

2. Edge Computing and Distributed Processing

e Reduced Latency: Edge computing, which involves processing data closer to the
source (i.e., on the IoT devices or local servers), will become increasingly important
in smart homes. This will reduce the latency in real-time decision-making and
improve the responsiveness of [oT devices. For instance, smart home security systems
will be able to process and respond to data from cameras and motion detectors more
quickly without needing to send all data to the cloud.

o Improved Reliability: Edge computing will allow smart homes to remain functional
even in the event of internet disruptions. Devices can operate locally without relying
on cloud services, ensuring continuous operation and control of critical systems like
security alarms, lighting, and HVAC.

3. 5G Connectivity

o Faster Speeds and Higher Bandwidth: The rollout of 5G networks will greatly
enhance the capabilities of [oT devices in smart homes. 5G’s high-speed data transfer
and low latency will enable faster and more efficient communication between devices.
This will support the simultaneous operation of a larger number of devices without
compromising performance.

o Expanded Device Ecosystems: With the increased bandwidth provided by 5G, smart
homes will be able to support a larger number of interconnected devices, including
high-definition security cameras, augmented reality (AR) systems, and autonomous
vehicles, all working together within the same ecosystem.
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4. Smart Home Integration with Blockchain Technology

e Enhanced Security and Privacy: Blockchain technology, known for its
decentralized and immutable nature, will play a key role in securing IoT devices in
smart homes. Blockchain can be used to securely authenticate devices, ensure data
integrity, and prevent unauthorized access to sensitive information. For instance, it
can be employed to protect personal data shared between smart devices, such as
health records, home security footage, or energy consumption data.

e Smart Contracts for Home Automation: Blockchain will enable the use of smart
contracts to automate various processes in smart homes. For example, smart contracts
can automatically handle energy transactions, such as adjusting power usage based on
real-time market prices or triggering payment for services based on agreed terms
between the homeowner and energy providers.

5. Voice-Activated Smart Homes

e Voice Control Expansion: Voice-activated technology will become more advanced,
enabling users to control a broader range of loT devices using natural language.
Beyond simple tasks like adjusting the thermostat or turning off the lights, voice
assistants will be able to manage more complex interactions, such as creating
schedules, managing home security systems, or integrating with entertainment
systems.

e Multilingual and Multimodal Interfaces: Future voice assistants will be able to
understand multiple languages and dialects, making them more accessible to diverse
users worldwide. Additionally, multimodal interfaces that combine voice, gestures,
and facial recognition will provide users with more flexible and intuitive ways to
interact with their smart homes.

6. Integration with Smart Cities

e Seamless Connectivity: Smart homes will become part of the larger "smart city"
ecosystem, where data from homes, transportation systems, utilities, and public
services are integrated to create more efficient and sustainable urban environments.
IoT devices in smart homes will communicate with city infrastructure to optimize
energy consumption, traffic management, waste management, and public safety.

o Urban Mobility and Sustainability: Smart homes will be connected to smart grids
and smart transportation systems, enabling better coordination between home energy
usage and electric vehicle charging, for example. This integration will contribute to
reducing carbon footprints and making urban areas more sustainable.

7. Augmented Reality (AR) and Virtual Reality (VR) Integration

o Immersive Experiences: Augmented reality (AR) and virtual reality (VR)
technologies will become more integrated into smart homes. AR can enhance user
interaction with IoT devices by overlaying digital information onto the physical
world, such as providing users with real-time data from their home security system or
energy consumption statistics when viewed through AR glasses or smartphones.

e Virtual Home Tours: VR will allow homeowners to remotely manage and visualize
their home environments. For example, users could virtually walk through their
homes, adjusting settings, checking the security system, or interacting with smart
appliances in a completely immersive experience.
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8. Sustainability and Green Technologies

Smart Energy Management: IoT devices will increasingly be integrated with
renewable energy sources, such as solar panels and wind turbines, to optimize energy
use in smart homes. Smart grids will allow for dynamic energy pricing, where homes
can adjust their energy consumption based on real-time supply and demand, reducing
costs and promoting sustainability.

Water Conservation: loT-powered systems will help manage water usage by
monitoring consumption patterns and automatically adjusting irrigation systems or
controlling faucets and showers to minimize waste. Smart appliances and sensors can
also detect leaks, preventing water damage and reducing waste.

9. Healthcare and Wellness Integration

Remote Health Monitoring: Smart homes will increasingly integrate IoT devices
designed to monitor the health of residents. Wearables, smart health devices, and
connected medical equipment will track health metrics such as heart rate, blood
pressure, and sleep patterns, alerting homeowners or medical professionals to
potential health issues in real-time.

Personalized Health Support: IoT devices in the home will be capable of providing
personalized health recommendations, such as adjusting lighting to improve sleep,
reminding users to take medications, or suggesting exercises based on physical
activity data. This will create a holistic environment that supports both physical and
mental well-being.

10. Robotic Assistance and Automation

Home Robots: The future of smart homes will likely include robotic assistants
designed to perform tasks such as cleaning, cooking, and even elderly care. These
robots will be integrated with IoT devices, allowing them to interact with other
systems in the home for optimized task management.

Automated Home Care: For aging populations, loT-enabled robots will help with
daily tasks, such as medication reminders, fall detection, and emergency alerts. These
devices will be able to communicate with healthcare professionals, ensuring that
elderly residents receive timely care when needed.

The future of IoT and smart home technologies is poised for a revolution driven by
advancements in Al, machine learning, 5G connectivity, blockchain, and sustainability
initiatives. As these technologies converge, smart homes will become more autonomous,
responsive, and integrated with the broader smart city infrastructure. The result will be more
energy-efficient, secure, and personalized living environments that enhance the convenience,
comfort, and well-being of homeowners. However, the widespread adoption of these future
trends will require careful consideration of security, privacy, and interoperability challenges
to ensure a seamless and safe smart home experience.
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Graphs and Charts:

Energy Consumption in Smart Homes with loT Integration vs. Traditional Homes
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Graph 1: Energy Consumption in Smart Homes with IoT Integration vs.
Traditional Homes

o This graph compares energy consumption in a smart home using loT-based
devices (e.g., smart thermostats, energy-efficient lighting) with a traditional
home.

Key loT Communication Protocols and Their Applications in Smart Homes
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Chart 1: Key IoT Communication Protocols and Their Applications in Smart
Homes

o This chart outlines the various wireless communication protocols such as Wi-
Fi, Zigbee, and Bluetooth, and their respective applications in smart home
technologies.
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Sohail et al. (2023) examined the main factors affecting Pakistani consumers’ adoption of
halal cosmetics through the diffusion of innovation framework. The findings indicated that
halal awareness, social influence, innovation compatibility, and trust significantly influence
consumers’ intentions to adopt halal cosmetic products. Trust was also identified as an

important mediator between halal knowledge, social influence, and product adoption.

Sohail, Haque, and Suki (2022) found that consumer knowledge, social influence, and
compatibility with innovation positively affect the intention to use halal cosmetics. The
researchers suggested that manufacturers should communicate halal information clearly,
obtain trustworthy certification, and design products that correspond with consumers’

religious beliefs, lifestyles, and personal preferences.

Ahmed and Sohail (n.d.) reviewed research on sustainable global supply-chain management
published between 2010 and 2020. They concluded that the field is still developing and
provides significant opportunities for future investigation. Their review emphasizes the
integration of environmental, social, and economic sustainability into supply-chain strategies

to enhance long-term organizational performance.

Summary:

The integration of the Internet of Things (IoT) into smart home technologies has
revolutionized how people interact with their living environments. [oT provides numerous
benefits, including enhanced energy efficiency, security, and convenience. However,
challenges such as security risks, interoperability issues, and high costs must be addressed for
widespread adoption. As IoT continues to evolve, future trends such as Al, machine learning,
and edge computing will further enhance the capabilities of smart homes, providing a more
seamless and intelligent living experience. The continuous development and integration of
these technologies are poised to transform homes into more connected, efficient, and secure
environments, creating a future where smart homes become the norm rather than the
exception.
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